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Regulatory and Technology Solutions for the Energy Industry

WHY
CERTREC?

Certrec is a leading Regulatory
Compliance Services Provider

Reduce business risk

Choose-Certrec as your trusted advisor
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Ensuring NERC compliance requires overcoming key challenges:

O Complex Regulatory Requirements: Keeping up-todate O Auditand Reporting: Energy providers must be prepared
with new or revised standards can be overwhelming. for frequent audits and continuous compliance, which

O Penalties for Non-Compliance: Non-compliance with EEL (DD SRR

NERC standards can lead to hefty fines, penalties, and O staff Training and Awareness: Keeping staff trained on
reputational damage. NERC requirements is costly and time-consuming.

O Data Management: Siloed data hinders real-time, accu- O Coordination Across Multiple Stakeholders: Ensuring
rate information across all operational systems. third-party compliance with NERC standards adds com-

O Cybersecurity Threats: NERC's cybersecurity standards plexity for energy providers.

(cIP-002) for Bulk Electric System (BES) cybersecurity O Resource Constraints: Limited personnel, technology,
and (CIP-014) for Physical Security require strict security and funding make managing compliance gaps chal-
compliance. lenging.

O Technology Integration: Upgrading legacy systems for
monitoring, control, and communication for NERC com-
pliance is costly and technically challenging.
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i 4 ' Navigating NERC compliance can be overwhelming, but

with Certrec’s in-depth knowledge and experience, you
can streamline the NERC audit process and mitigate risks
effectively. Let our team help you stay ahead of regulatory
challenges—reach out today to ensure compliance with

confidence!

Avoid Penaties
of Up to $2Million
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Why Certrec?
Competitive Advantage

Certrec: Leading the Industry in NERC Compliance Excellence

Navigating NERC compliance can be overwhelming, but with Certrec’s in-depth knowledge and experience, you can streamline the
NERC audit process and mitigate risks effectively. Let our team help you stay ahead of regulatory challenges—reach out today to
ensure compliance with confidence!

Certrec Advantage

O Trusted advisor: Certrec is a trusted advisor to more than 200 clients for NERC compliance. We currently manage the entire
NERC compliance program for 80+ registered sites in the U.S., Canada, and Mexico.

O Industry Experience: With over 35 years of regulatory compliance expertise, Certrec is a trusted partner for energy providers
navigating complex regulations.

O Relationships with the regulators: At Certrec, our decades-long relationships with NERC and regional entities give clients early
insights into new standards and a deep understanding of compliance intent.

O secure and ISO Certifications: Certrec is an ISO/IEC 27001:2022 certified provider, completing yearly audits and SOC 2 Type 2
examinations.

O IT Excellence: We manage 4+ TB of industry regulatory data, with all data FedRamp secure and stored in the U.S. For the past 7
years, our availability has been greater than 99.9%.

O Innovative Solutions and Risk Reduction: Certrec has implemented a proven and structured approach for NERC compliance
utilizing Certrec NERCJoules™.

O Audit: Certrec is a trusted leader in audit services, collaborating with NERC and regional entities like WECC, TexasRE, and MRO.

O Compliance and Support: Certrec leads in NERC audit services, partnering with key regional entities and empowering compli-
ance with its NERCSuite platform.
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Our Experts Can Evaluate: Certrec Advantage

Certrec has delivered hundreds of
NERC compliance projects to over 200
NERC entities. Trusted advisor to 90%
of the nuclear power industry.

/18027001
CERTIFIED
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Certrec’s core business is compliance utilizing advanced technology, and it
has been so for over three decades.

Products that help us to reliably reduce our
clients’ risks include:

O CATS - Compliance Action Tracking System

O Taktix — SaaS-based collaborative platform that auto-
mates manual work processes

O RegSource® - Industry-leading source of NERC/NRC
energy industry regulatory information

O Recall®: Web-based one-stop shop for compliance
documents for FERC, all NERC regions, and ISOs/RTOs

O RSAWs (Reliability Standard Audit Worksheets):
Web-based solution for creating, managing, and
submitting RSAW documentation and evidence

O CORE (Certrec® On-demand Regulatory Expertise):
Dedicated to NERC Regulatory Compliance, CORE
support delivered over 6,000 hours of essential regulato-
ry compliance and support services to clients in 2024.

Processes:

O Certrec’s proprietary “NERCJoules framework is a unique

combination of proprietary software tools, the compli-
ance hub (Certrec Portal), and Certrec’s people and
training using proven processes that are implemented
via Taktix and CATS .

Experienced Team:

O Certrec's team comprises over 50 professionals with

extensive regulatory experience, including former NERC
auditors and industry experts, providing clients with deep
insights into compliance requirements.

-

CERTREC has
35+ Years of Experience

credibility.

in reducing our clients’
regulatory risk.

\_

Cut through the complexity of compliance. Lower your risk of fines and loss of

We have delivered thousands of projects for audit support, making powerful
recommendations that protect the plant and its owners from non-compliance.
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Certrec Due Diligence Services ”

Is your company looking to purchase a new generating asset?

Proper regulatory due diligence is essential when purchasing new generating assets, as non-compliance with NERC regulations
can result in reputational damage and fines of up to $2,000,000 per day. Identifying and mitigating regulatory risks early is
crucial to protecting your investment and ensuring a smooth transition.

Certrec provides comprehensive due diligence services to help energy providers assess and manage regulatory risks. Our
expert evaluations ensure seamless NERC compliance, mitigate potential liabilities, and streamline regulatory processes—
giving you the confidence to invest and operate with certainty.
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Essential Considerations for Due Diligence:

O Regulatory Compliance: Ensure a thorough understanding of NERC
regulatory responsibilities when acquiring assets like substations or
transmission lines to maintain compliance and operational continuity.

O Comprehensive Documentation: Maintain accurate technical records,

. . . . . 5
including test and maintenance logs, to facilitate seamless audits and g 05’ -
meet NERC compliance standards N Due Diligence
. (]
P & Process
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O strategic Contracting: Structure contracts to promote mutual success,

Inspe,

minimizing complexities while ensuring clarity, fairness, and long-term
benefits for all parties.

O Risk Assessment: Conduct rigorous due diligence during mergers and
acquisitions to identify and mitigate regulatory risks before finalizing

transactions.

- AN /
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With extensive experience in compliance management, Certrec is the

premier choice for energy providers seeking a reliable partner. Make the Improper due diligence can
right choice—choose Certrec, where due diligence meets excellence, not leave you liable for a previous

owner's non-compliance.

only in NERC compliance services but also in helping energy companies
looking to purchase new assets.
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Certrec Comprehensive NERC

Program Management Services
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Certrec offers comprehensive NERC Compliance Program Management services designed to assist energy companies in maintain-
ing compliance with NERC Reliability Standards. Key features of Certrec's program management services include:

O Customized Internal Compliance Programs: Certrec develops tailored Internal Compliance Programs (ICPs) that align with an
entity's specific operations, aiding personnel in monitoring and managing NERC compliance effectively.

O standard Program Management: Certrec's team ensures that all applicable regulatory information is identified, evaluated, and
tracked to maintain ongoing compliance. This includes maintaining site documentation and managing required program
submittals.

O Audit Support and Engagement: Certrec provides comprehensive audit support, including evidence review and development,
pre-audit strategy meetings, mock audits, Inherent Risk Assessments (IRAs), Internal Controls Evaluations (ICEs), and guided
self-certifications.

O Training Services: Certrec offers both on-site and remote training covering NERC foundational information, standards, and
more, ensuring that personnel are well-prepared to maintain compliance.

O CIP Program Development: Certrec assists in developing CIP programs by providing medium and high Cyber Asset Inventory
and Network Diagram Development support, along with Physical Security Assessments, to ensure compliance with NERC Critical
Infrastructure Protection standards.

a N

NERC Compliance Program Management Overview

@ @ ®
Pre-audit During Audit Post-audit
1. Gathering evidence and documents. 1. In-meeting support 1. Reviewing audit findings
2. Aligning Services Evidence Locker (SEL) overview 2. Handling questions 2. Examining and discussing key
(Align is used throughout the NERC audit process.) recommendations
3. Completing RSAWs (Reliabillity 3. Updating any documentation
Standard Audit Worksheets) relevent to the sudit

4. Conducting a mock audit

5. Performing a gap analysis

6. Cultivating compliance culture

N /

Navigating the complex landscape of NERC compliance requires in-depth knowledge and experience. With Certrec’s NERC
Compliance Program Management, you gain on-demand access to our subject-matter experts. Certrec experts understand the
intricacies of NERC requirements and guide you through the audit process so that your organization remains fully compliant with
the law and your business is protected from possible serious or irreversible consequences. Contact us to find out how Certrec
can assist you.
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Certrec Critical Infrastructure
Protection (CIP)
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NERC's CIP standards safeguard the cybersecurity of North America's Bulk Electric System (BES) by enforcing strict controls on access,
security, and incident response. Certrec’s NERCSuite, a web-based compliance platform, simplifies CIP compliance, reduces regula-
tory risk, and strengthens cybersecurity resilience for critical infrastructure.

Certrec’s Solutions for NERC CIP Compliance

O Asset Identification: We perform comprehensive reviews to verify that all BES Cyber Assets are properly identified and inven-
toried as the foundation for your program.

O Compliance Consulting: Our consultants assess your current low-impact policies, procedures, and controls to identify gaps
and create a roadmap for improvement.

O Security Plan Development: We help craft a cyber security plan per CIP-003 tailored to your environment and risk profile.

O Vulnerability Assessments: Our team performs network scans and penetration testing to reveal vulnerabilities in your
low-impact environments.

O staff Training: We provide customized CIP training for all personnel tailored to their roles and responsibilities.

O Compliance Tools: We offer purpose-built Saa$S solutions to support key aspects of compliance like change management,
access controls, and evidence retention.

O Audit Support: We help entities prepare for audits and address any findings to achieve and maintain low-impact compli-
ance.

With deep CIP expertise and practical experience, Certrec is an ideal partner for navigating all aspects of low-impact compli-
ance. Our goal is to make compliance as painless as possible so you can focus on your core mission.

At Certrec, we understand the challenges of building and sustaining a low-impact CIP compliance program. Our team of indus-

try experts has assisted multiple entities in successfully developing, implementing, and maintaining NERC CIP protections for
their medium, and low-impact BES Cyber Systems.

Contact us to find out how Certrec can help in CIP Standards compliance
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Certrec Audit Support for
NERC Compliance
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NERC Compliance Audits Can Be Overwhelming—Stay Prepared
and Confident

Your organization will be audited, and a NERC-failed audit can result in:
O Reputational damage: This could adversely impact your organization’s leadership position in the industry.

O Financial penalties: NERC may assess a maximum of $1 million per day per violation for a Reliability Standard Requirement
violation.

O Certrec’s NERC Audit Support Services (NASS) - Proven Audits Are Performed in Three Stages:
Expertise, Zero Penalties: With ondemand audit support

available within hours, NASS has helped utilities navigate evidence locker, completing RSAWs (Reliability Standard
over 1,000 audits, achieving 350 successful NERC audits Audit
with zero penalties since 2016. Trust Certrec to minimize
risk and ensure compliance with confidence.

O Pre-Audit: Gathering evidence, aligning a secure

Worksheets), conducting mock audits, and
conducting gap analyses.

O During Audit: Providing in-meeting support to manage
questions

O Post Audit: reviewing audit findings, examining key
recommendations, and updating relevant documenta-
tion.

From pre-notification to post-audit implementation, we guide you through the entire process—ensuring compliance, reducing
risks, and delivering a seamless audit experience.
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Some of our satisfied customers

A GRANITE SHORE POWER - @ Bear Mountain Wind
"--\ PEREGRINE ENERGY P el UMITED PARTNERSHIP

T
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Innovation and Investment in Energy RENEWABLES
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Legal Disclaimer

Any views or opinions represented in this document belong solely to the author and do not represent those people, institutions, or organizations that the author may or may not be

associated with in a professional or personal capacity, unless explicitly stated.

All content provided on this webpage or document is for informational purposes only. The owner of this document makes no representations as to the accuracy or completeness of any
information on this site, or found by following any link on this site. The owner will not be liable for any errors or omissions in this information, nor for the availability of this information. The
owner will not be liable for any losses, injuries, or damages from the display or use of this information. Any views or opinions are not intended to malign any religion, ethnic group, club,

organization, company, or individual.

About Certrec

Certrec is a leading provider of regulatory compliance solutions for the energy industry. Our SaaS and consulting services have helped hundreds of power-generating facilities manage
their regulatory compliance and reduce their risks across nuclear, fossil, solar, wind, and other power plants. Certrec has helped more than 120 generating facilities establish and maintain
NERC compliance, and we manage the entire NERC compliance program for 60+ registered sites in the US and Canada that trust us to decrease their regulatory and reputational risk.
Certrec is ISQ/IEC 27001:2013 certified and has successfully completed a SOC 2 Type 2 examination, resulting in independent verification of the standards of security, availability,

reliability, and trusted services that we provide.

Follow Us Certrec's NERC Services Contact us

in Linkedin Experience the power of NERC compliance expertise with Q@ 6500 West Freeway, Suite 400
. Certrec. Begin navigating the complexities of regulatory Fort Waorth, TX 76116

X Twitter compliance with ease. Visit Certrec's NERC Compliance %, 817-738-7661

o Youtube Services to explore tailored solutions. 8 www.certrec.com
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Tech Review expand your ming, change your world
w schellman

This content is the proprietary information of Certrec. Certrec, the Certrec logo, and Certrec product names and logos are trademarks or registered trademarks of Certrec in the U.S. and

other countries.

The Certrec products described in this document are distributed under a license agreement restricting the use, copying, distribution, decompilation, or reverse engineering of the products.
The Certrec products and services described in this document may only be used in accordance with their terms of use and corresponding license agreements. Mo part of this document
may be reproduced in any form by any means without prior written authorization from Certrec. Certrec may amend, improve, or make changes to Certrec products or this document at any

time without notice.

THIS DOCUMENT IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS, AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INWALID. CERTREC SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS DOCUMEMNT.
THE INFORMATION CONTAINED IN THIS DOCUMENT IS5 SUBJECT TO CHANGE WITHOUT NOTICE.
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tel: 817-738-7661
https://www.certrec.com/
https://www.linkedin.com/company/certrec/
https://twitter.com/certreccorp
https://www.youtube.com/@Certrec/featured
https://www.certrec.com/services/nerc-compliance/
https://www.certrec.com/services/nerc-compliance/

